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How to use this book

15 courses with 291 lessons on mobile security and exploitation: clear explanations, worked examples, hands-
on challenges, knowledge checks, final exams and a full solutions appendix.

How the lessons work. Each lesson explains one topic with the reasoning behind it, shows the commands and
examples, and often ends with a Challenge and a few knowledge-check questions. Try the challenge on your
own lab first; worked solutions and answers are collected in the Appendix: Solutions at the end of the book.
Each course ends with a final exam; the answer key is in the appendix as well.

Build a lab. Practise only on devices, apps and networks that you own or have written permission to test. A
throwaway phone or emulator, your own test apps and a separate lab network are enough for almost every-
thing in this book. Where a lesson mentions a cloud device lab, use your own test device or emulator instead,
or the online labs at mobilesecuritylab.com.

Authorised testing only. Security techniques can be misused. Use them to learn, to defend and to test systems
you are allowed to test, and follow the law of your country.

Interactive version. Every course in this book is also available online at mobilesecuritylab.com, including
cloud lab devices for hands-on practice.

This volume has 291 lessons.
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How Android Works — Linux, ART and the Sandbox

Lesson 1 - Start Here

Android looks like magic until you see what is underneath: a Linux kernel, a runtime that executes your apps,
and a sandbox that gives every app its own identity. Once you can picture that stack, the phone stops being a
mystery and becomes a system you can reason about, inspect and test safely.

This is a beginner, setup-focused course. You will learn how Android is built and how to stand up a safe test
environment — not how to break into anything. Attacking apps comes later, in courses like Android
Application Security and Mobile Pentest. Here the goal is understanding, so that when you do pick up offen-
sive tools they make sense instead of feeling like spells.

Authorised use only

Everything in this course is for your own devices, your own apps, and an emulator you control. Never apply
these techniques to a phone or app you do not own or are not explicitly authorised to test. Rooting a device or
inspecting an app you do not own can void warranties, breach terms of service and, in some places, break the
law.

Android is Linux wearing a different face

At the very bottom of every Android phone is a Linux kernel — the same family of kernel that powers servers
and the machines you met in a Linux course. It manages the hardware, memory and processes. What makes
Android Android is everything stacked on top: a runtime called ART (the Android Runtime) that executes each
app, a set of framework services that draw screens and handle calls and sensors, and the apps themselves.

Think of it as three honest layers. The kernel is the foundation. The runtime and framework are the house
built on it. Your apps are the furniture inside. A security mistake can happen on any floor, but most beginner-
friendly bugs live upstairs, in the apps and their data — which is exactly where this course keeps you until you
are ready to go lower.

Figure 1. The Android stack. The kernel at the bottom is Linux; the sandbox at the top is just Linux user
permissions applied to apps. — Four stacked layers from bottom to top: Linux kernel, native libraries and HAL,
Android runtime and framework, and apps, with the sandbox spanning the app layer.

The sandbox is just Linux permissions, applied cleverly

Here is the single most important idea in Android security, and it is beautifully simple. When an app is in-
stalled, Android gives it its own Linux user id (UID) and its own private data directory under
/data/data/<package>. Because Linux file permissions already stop one user from reading another user's
files, apps cannot freely read each other's data. The famous "app sandbox" is mostly this: one app, one UID,
one private home.

So when you later hear that an app "stored a token insecurely", what that usually means is the token sat in
plaintext inside that private directory. Safe from other apps on a normal phone — but not safe from someone
who has rooted the device, or from a backup that copies the file off. Understanding the sandbox tells you ex-
actly why that matters and where its edges are.

Pro tip
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You can see the UID yourself. On a device or emulator you own, adb shell dumpsys package
com.example.app | grep userId prints the UID assigned to that package. Two apps signed by the same de-

veloper key can opt to share a UID, which is a subtlety worth remembering later.

How a lesson in this course works
Every topic follows the same rhythm, so you always know what to do. You read the theory, you see the tools

and the method, then you do it yourself on your own device or emulator. If you get stuck, every task has a
worked solution with the exact steps.

e 1 Theory understand how the piece fits
» 2 Tools what to install and why

o 3 Method the exact commands

e 4 Do it try it on your own device

e 5 Solution step-by-step if stuck

Hands-on: meet ADB and talk to a device

Your main tool throughout this course is ADB, the Android Debug Bridge. It is a command-line program on
your computer that talks to a device or emulator over USB or TCP It is not an attack tool — it is the official de-
veloper utility from Google — but it is also the first thing every tester reaches for, because it lets you list apps,
read files you are allowed to read, pull data and run shell commands.

Let's walk through a first, completely safe session. You will install the tools, connect a device you own with
USB debugging turned on, and ask it a few questions.

1. Install platform-tools. Download the official platform-tools package from developer.android.com; it

contains adb. No full Android Studio needed just for this.

2. Enable USB debugging. On a device you own: Settings — About phone — tap Build number seven times
to unlock Developer options, then turn on USB debugging. (Lesson 3 covers exactly why this is a developer-
only switch.)

3. Connect and confirm. Plug in over USB, accept the authorisation prompt on the phone, and run adb

devices.

4. Ask the device questions. List packages, check the Android version, open a shell.

The session looks like this. Comments explain what each line does:
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# is my device connected and authorised?
adb devices

# List of devices attached

# emulator-5554 device

# what Android version is running?
adb shell getprop ro.build.version.release
# 14

# list third-party (user-installed) packages only
adb shell pm list packages -3
# package:com.example.testapp

# open an interactive shell on the device

adb shell

# $ whoami

# u0_al23 <- that is the app-style UID, not root

What you should see: your device listed as device (not unauthorized), a version number, and a short list of
packages. The whoami output being something like u0_a123 rather than root is the sandbox in action — even
the shell is an unprivileged user on an unrooted device. That is normal and correct.

If a device shows "unauthorized"

The phone has not accepted your computer's key. Unlock the screen and look for the "Allow USB debugging?"
dialog, tick "Always allow from this computer", and confirm. If no dialog appears, toggle USB debugging off and
on, or run adb kill-server && adb start-server.

Where an app keeps its things

Knowing the layout of the file system saves you endless confusion later. An app has code and data in separate
places, and the data directory is the one testers care about most.

Path What is there Who can read it

/data/app/<pkg>/base.apk The installed APK — code and resources Anyone (it is the shipped app)

/data/data/<pkg>/shared_pref | SharedPreferences XML files (settings, sometimes Only the app's UID (or root)

s/ tokens)

/data/data/<pkg>/databases/ | SQLite databases Only the app's UID (or root)

/data/data/<pkg>/files/ Arbitrary app files Only the app's UID (or root)

/sdcard/ (external) Shared media and downloads a/lany apps — never put secrets
ere

Notice the pattern: the private directory is protected by the sandbox, while external storage is shared. A com-
mon beginner-level app bug is writing a token or export file to /sdcard/, where other apps can read it. You
now know why that is a mistake.

Build a lab you can break safely

You do not practise surgery on a patient, and you do not practise Android testing on your daily phone. You
need a target you can reset, root, fill with test data and wipe without consequences. There are two good op-
tions, and most learners use both for different reasons.

Emulator
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The Android Emulator that ships with Android Studio is free, disposable and snapshot-friendly. You can create
a fresh virtual phone in minutes, take a snapshot before you change anything, and roll back instantly if you
break it. Google-API images make rooting and file access straightforward for learning. The trade-offs: it has no
real sensors, performance depends on your computer, and some apps that insist on real hardware or Play
Integrity will refuse to run. For nearly everything in this course, the emulator is the right first choice.

Spare device

A cheap second-hand phone that you factory-reset and dedicate to testing behaves exactly like real hardware,
because it is real hardware — genuine sensors, real performance, real network behaviour. That matters once
you start testing apps that behave differently on emulators. The trade-offs: rooting a physical device is riskier
and can be permanent, warranties go away, and you must keep it off your personal accounts. Keep it as a
clean, accounts-free test rig, never your backup daily phone.

Whichever you pick, the golden rule is the same: nothing on your test device should be something you would
miss. No personal accounts, no real photos, no banking app you actually use. A lab is a place to make mistakes
cheaply.

Under the hood: how an app becomes a running process

You keep hearing "each app gets its own UID". It is worth seeing when that actually happens, because it demys-
tifies the whole sandbox. When Android boots, the Linux kernel starts the first user-space process, init, which
in turn starts a special process called zygote. Zygote loads all the common framework classes once and then
simply waits.

When you tap an app icon, the system does not start a program from scratch. The system server asks zygote
to fork — to clone itself. The clone inherits the already-loaded framework in memory (which is why apps start
quickly and share pages), is assigned the app's dedicated UID, has its sandbox applied, and then ART begins
executing that app's code. So "one app, one UID" is not a metaphor; it is a real Linux process with a real user
id that you can see.

Figure 3. Every app is a fork of zygote with its own Linux UID. The sandbox is created at the moment of
that fork. — A tree: the kernel starts init, which starts zygote, which forks into separate app processes each with
its own UID.

You can watch this yourself. On a device or emulator you own, adb shell ps -A | grep com.example
shows the app as a process owned by a u0_a... user, side by side with zygote and system server. Seeing the
real process is the moment the sandbox stops being a slogan and becomes something concrete.

Hands-on 2: install an app and look inside its APK

Lesson 9 goes deep on reading an APK; here is a gentle first taste so the file format is not a surprise. You will
install a test app you own, find its APK on the device, pull it, and list what is inside. Everything here is read-
only and completely safe.

1. Install your test app. From your computer, install an APK you built or are allowed to use.
2. Find where it landed. Ask the package manager for the installed APK's path.

3. Pull it back. Copy the APK to your computer, where you can inspect it freely.

4. List the contents. An APK is a ZIB so you can list its entries without any special tool.
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# Success

unzip -1 ./base.apk

# install a test app YOU own
adb install ./app-debug.apk
# Performing Streamed Install

# where did it go on the device?

adb shell pm path com.example.testapp

# pull it to your computer

# an APK is just a ZIP — list what is inside

Length Name
3284 AndroidManifest.xml
1842560 classes.dex
204800 resources.arsc
res/...

lib/armé64-v8a/libnative.so
META-INF/CERT.RSA

# package:/data/app/~~AbCd==/com.example.testapp-1/base.apk

adb pull /data/app/~~AbCd==/com.example.testapp-1/base.apk ./base.apk

The listing shows the entries you now recognise — the kinds of files every APK carries:

What you should see: a manifest, one or more classes.dex files, a resource table and a signature under
META-INF/. That is the shape of every Android app.

What went wrong if you see...
INSTALL FAILED ALREADY EXISTS means the app is already installed — reinstall with adb install -r.
INSTALL FAILED NO MATCHING ABIS means the APK's native libraries do not match the emulator's CPU archi-

tecture; use an APK built for your device/emulator ABI. A signature-mismatch error means a different build is
installed — uninstall it first with adb uninstall com.example.testapp.

When setup fights back: a troubleshooting table

Almost every beginner loses an hour to one of these before they lose a minute to a real security concept. Keep

the table handy.

Symptom

Likely cause

Fix

adb: command not found

platform-tools is not on your
PATH

Add the platform-tools folder to PATH, or run adb from inside
it

Device listed as offline

Stale connection or a sleeping
phone

Replug, unlock the screen, or run adb kill-server &&
adb start-server

Emulator will not start

Hardware virtualisation disabled

Enable virtualisation (VT-x/AMD-V) in firmware, or use a sys-
tem image for your host

No "Build number" to tap

OEM moved it in Settings

Look under About phone — Software information on many
devices

adb devices empty ona
real phone

USB cabile is charge-only, or de-
bugging is off

Use a data cable and enable USB debugging in Developer
options

Common beginner mistakes

I Common mistake
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e Test on your daily phone and root it on a whim.

e Assume the emulator and a real device behave identically.
e Think "the sandbox" is magic, not Linux permissions.

« Install random APKs from unknown sites to practise.

e Leave USB debugging on and unlocked in public.

Better

» Use an emulator or a dedicated spare device for testing.

» Know the differences (no Play Services, easy root, snapshots).

e Understand UIDs and private dirs so bugs make sense.

 Build your own small test app, or use intentionally vulnerable lab apps.
» Treat debugging as a sensitive setting; turn it off after.

The defender's view, even for beginners

Even at this level you can think like a defender. The sandbox and permission model exist to protect users, and
most real-world mobile incidents come from apps that worked against those protections — storing secrets
where they did not belong, or asking for permissions they did not need.

Keep secrets out of shared storage — private app directories exist for a reason; never write tokens to
/sdcard/.

Request the fewest permissions — each permission is a promise and a risk; ask only for what the feature
needs.

Trust the server, not the device - treat the phone as an environment the user controls, not a vault.

Turn off debugging in release builds — a debuggable production app hands testers (and attackers) far
more access.

Keep the device updated — kernel and framework patches close the lower-floor bugs you are not touching
yet.

Explain each permission to the user — a clear rationale at request time builds trust and reduces over-
granting.

Prefer scoped, modern storage APIs — they keep app data private by default instead of leaking onto
shared storage.

Never share a UID without reason — two apps sharing a UID share a sandbox, so a bug in one exposes the
other.

A rough picture of where your time goes

As a beginner, most of your effort is setup and reading, not breaking. The chart below sketches that balance

for a typical learner working through this course. It is a teaching illustration, not measured data.

Where a beginner's time goes in this course (illustrative)

Reading / theory — 75/100
Tool setup — 60/100

ADB practice — 55/100
Reading an APK - 40/100
Emulator fiddling — 35/100

17



Figure 2. ADB has three parts: the client you type into, a background server, and the adbd daemon on
each device. One command can drive a real phone or an emulator. — A diagram showing the adb client on a
computer talking through the adb server to adbd on a phone and emulator.

How to practise so it actually sticks

Reading about Android is not the same as knowing it. The learners who progress fastest build a tiny, repeat-
able habit loop instead of marathon sessions. After each lesson, do the smallest possible hands-on version of
what you just read, immediately, on your lab device: one command, one file, one observation. The goal is not
to finish quickly but to turn every idea into something you have touched with your own hands.

A good rhythm is a three-step loop. First, run the command from the lesson and read its output slowly instead
of skimming. Second, change one thing — a different package name, a different flag — and predict what will
happen before you press enter. Third, write one sentence in your own words about what you saw. That last
step is what moves a fact from "I read it" to "I know it", and it is the single habit that separates people who fin-
ish this course from people who bounce off it.

Keep a lab journal

Open a plain text file and log every command you run, with a one-line note on what it did and anything surpris-
ing. It takes seconds, makes findings reproducible later, and becomes your personal cheat sheet — the same dis-
cipline professional testers use to write reports they can stand behind.

Questions beginners actually ask
These three come up in every first week. Short, honest answers, so they stop nagging you while you learn.

Is it dangerous to turn on USB debugging?

It is a powerful switch, not a disaster. While it is on, any computer you authorise can run commands against
your phone, so leaving it on in public or authorising a machine you do not trust is the real risk. On your own
development device it is fine; just turn it off when you are done and never tap "Always allow" on a computer
that is not yours. Treat it like leaving a door unlocked: fine at home, unwise at a cafe.

Do I need to learn Linux before Android?

A little helps a lot. You do not need to be an expert, but being comfortable with a shell, file paths, permissions
and users will make Android click much faster, because the sandbox and file system are Linux concepts. If
terms like UID, chmod and /data are new, spend a short while with a Linux basics resource alongside this

course; the two reinforce each other.

Why learn how Android works before learning to attack apps?

Because offensive tools make no sense without the model underneath. If you do not know that each app has
its own UID and private directory, a finding like "the token was world-readable" is just noise. The whole point
of this course is that when you later open an offensive course, every technique lands on a structure you al-
ready understand, so you learn attacks as logical consequences rather than memorised recipes.

Check yourself

Four questions before you move on
1. What sits at the very bottom of the Android stack?

A. The ART runtime
B. A Linux kernel
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C. The Play Store
2. How does the app sandbox mainly keep one app from reading another's files?

A. Each app gets its own Linux UID and private directory
B. Apps run on separate CPUs
C. Encryption of every file

3. Your device shows as unauthorized in adb devices. What is wrong?

A. The phone has not accepted your computer's debugging key
B. You need to root it first

C. The battery is low

4. Where should an app never store a secret token?

A. Its private /data/data directory
B. Shared external storage (/sdcard/)
C. The Android KeyStore

5. Which process do apps get forked from, giving each its own UID?

A. system_server
B. zygote
C. adbd

6. You rename a pulled APK to .zip and list it. Which entry holds the compiled app code?

A. resources.arsc
B. classes.dex
C. AndroidManifest.xml

Key terms

e Kernel — The Linux core that manages hardware, memory and processes at the base of Android.

e ART - The Android Runtime that executes each app's compiled bytecode.

» Sandbox - App isolation built from a unique Linux UID and private data directory per app.

e UID - The Linux user id Android assigns to an app so permissions can keep apps apart.

e ADB - The Android Debug Bridge — the command-line tool that talks to devices and emulators.

e adbd - The daemon running on a device that the adb client connects to.

e APK - The Android application package: a zip of compiled code and resources that gets installed.

» SharedPreferences — A simple key/value store saved as XML in an app's private directory.

» Developer options — A hidden settings menu, unlocked by tapping Build number, that enables USB
debugging.

» Emulator - A virtual Android device run on your computer, ideal for safe practice and snapshots.

» zygote — The warm template process Android forks to start every app, so each one begins fast with its own
UID.

» system_server — The core system process that hosts most framework services and asks zygote to start apps.

e classes.dex — The file inside an APK holding the app's compiled Dalvik bytecode.

» External storage — Shared space such as /sdcard readable by many apps — never a place for secrets.

Android is Linux underneath, and the sandbox that protects your data is just Linux permissions giving every app its
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‘ own identity.Hold this picture and ADB in your hands — the rest of the course builds straight on both.

Apps, APK and the Play Store Model

Lesson 2 - Foundations

An app is a bundle you can open up

An Android app ships as an .apk file (Android Package). Despite the name, an APK is just a ZIP archive — you
can literally unzip it. Inside you'll find a predictable set of parts, which makes Android far friendlier to explore
than a closed binary.

What's inside every APK

e AndroidManifest.xml — the app's ID card: package name, components, and the permissions it requests.
e classes.dex — the app's compiled code, in Dalvik bytecode.

» res/ — resources like layouts, images and strings.

e 1lib/ — native . so libraries, one folder per CPU architecture.

e resources.arsc — a compiled table of the app's resources.

The Play Store model

Apps are normally distributed through the Google Play Store, which reviews and signs distribution. Every app
is cryptographically signed by its developer, and Android checks that signature on install. Permissions are the
other half of the model: an app must declare what it wants (camera, location, contacts) and the user grants or
denies it.

Tools
Any unzip tool (unzip, or your file manager). We'll look inside a real APK properly in the "Reading an APK"
lesson.

Method

1. Pick an app you install from Play and read its permission list before installing.

2. Ask: does a flashlight app really need contacts? Permissions tell you a lot.

3. Remember the five inner parts — you'll recognise them the moment you unzip one.

Challenge 1: List the five parts you expect to find inside any APK, and say in one line what
AndroidManifest.xml is for.

Developer Options and USB Debugging

Lesson 3 - Core
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Unlock the tools built into your phone

Android hides a whole menu of engineering settings called Developer Options. It's off by default so ordinary

users don't stumble into it. Turning it on lets you enable USB debugging, which is what allows your computer

to talk to the phone with adb (next lesson).

Why it's gated behind a "secret" tap

USB debugging is powerful — with it a connected computer can install apps, read logs and open a shell. That's

exactly why Android makes you deliberately enable it, and why you should turn it off again when you're
done, and never enable it on a phone you don't fully control.

Tools
Just your own Android device and its Settings app.

Method

1. Open Settings — About phone.

2. Find Build number and tap it 7 times. You'll see "You are now a developer".

3. Go back to Settings — System — Developer options.

4. Turn on USB debugging. When you first connect a computer, the phone asks you to authorise that com-
puter — accept only ones you trust.

Challenge 1: On a device you own, enable Developer Options and turn on USB debugging. Note where
the "authorise this computer” prompt appears and why it matters.

Meet ADB — Your Main Tool

Lesson 4 - Core

The bridge between computer and phone

ADB (Android Debug Bridge) is the single most useful tool you'll learn here. It's a command-line program on
your computer that talks to a device (real or emulator) over USB or the network. It comes in the platform-

tools package — a small download you don't need the whole Android Studio for.

Tools
» platform-tools — download from the official Android developer site, unzip it, and you have adb.

e A device with USB debugging on (previous lesson), or an emulator (next lesson).

Method — the commands you'll use daily

1. adb devices — list connected devices; confirms the bridge works.

2. adb shell — drop into a Linux shell on the device (yes, it's Linux under there).

3. adb install app.apk — install an APK you own.

4. adb pull /path/on/device local/ and adb push local /path/on/device — copy files off and

onto the device.
5. adb logcat — stream the device's live log (great for seeing what an app prints).
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Challenge 1: Connect your own device (or start an emulator), confirm it appears with adb devices,
open a shell, and run whoami and getprop ro.build.version.release inside it. What Linux user are
you, and what Android version is the device?

Reading Device Logs with logcat

Lesson 5 - Core

The phone is always talking — learn to listen

Android collects log messages from the system and from apps in ring buffers. 1ogcat is the tool that reads

them. For a tester it answers “what just happened?” after a tap, a crash or an install. For a developer it is also a

classic place where secrets leak: tokens, passwords or personal data written to the log by mistake.

e Every line has a priority (V verbose, D debug, I info, W warn, E error, F fatal), a tag and a process id.

o There are several buffers: main, system, crash, events, radio.

e Since Android 4.1 a normal app can only read its own log lines; through adb you see the whole device log
of a phone you control.

Tools

e adb logcat — live stream; adb logcat -d dumps and exits; adb logcat -c clears.

e adb logcat -v time or -v threadtime — adds timestamps.

e adb logcat *:E— only errors and above; adb logcat -b crash — crash buffer only.
e adb logcat --pid=$(adb shell pidof -s com.example.app) — One app Orlly.

e Android Studio's Logcat window — the same data with filters and colours.

Method
1. Clear the log, then start the app you want to observe.

2. Filter by the app's process id so system noise disappears.

3. Perform one action at a time (log in, open a screen) and watch what appears.

4. Look for crashes (FATAL EXCEPTION), URLs, tokens, e-mail addresses or anything that should not be
logged.

5. Save evidence with adb logcat -d > app log.txt.

Defender's view
OWASP MASVS-STORAGE treats sensitive data in logs as a finding. Release builds should strip debug logging
(for example with R8 rules or a logging wrapper that is disabled in release).

Challenge 1: On your emulator, show only error-level messages from the Settings app while you open and
close it. Which command do you use?

Emulator Setup

Lesson 6 - Core
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A safe phone that lives on your computer

The Android Emulator gives you a full virtual device you can wipe and recreate at will. It's the ideal place to
learn: you can't brick it, it's free, and nothing you do touches a real phone. Android Studio ships an AVD
Manager (Android Virtual Device Manager) that creates and runs these virtual phones.

Tools
e Android Studio — the official IDE; it bundles the emulator and AVD Manager.
o The AVD Manager inside it, plus the platform-tools you already have for adb.

Method

1. Install Android Studio and open it.

2. Open Device Manager / AVD Manager (the phone icon in the toolbar).

3. Click Create device, pick a phone (e.g. Pixel), and choose a system image (a Google-APIs image for a nor-
mal setup).

4. Launch the AVD. Then run adb devices — the emulator appears just like a real phone (something like
emulator-5554).

Challenge 1: Create and boot an emulator, confirm it shows up in adb devices, then open a shell on it

with adb shell and confirm it's Linux by running uname -a.

Rooting — What It Is and the Risks

Lesson 7 - Core

Becoming root on your phone

On the Linux systems from earlier, root (UID 0) is the all-powerful account. On a normal Android phone you
are never root — the shell user is unprivileged, and that's a security feature. Rooting means modifying the de-
vice so you can gain root access, letting you read any file and change the system.

This lesson explains rooting so you understand it. It is not a how-to guide, and you should not root your daily
phone. When you later need root for real testing, use an emulator or a dedicated spare device — never your
main phone.

Why it matters for security work

Root lets a tester read an app's private data directory, inspect databases, and hook into running apps. That's
why the advanced courses use rooted lab devices — the power that helps a tester is the same power that mal-
ware wants.

The real risks (read these carefully)

e Security — root removes the sandbox guarantees; one bad app can now touch everything.
e Warranty — rooting typically voids the manufacturer warranty.

e OTA updates — official over-the-air system updates often stop working or fail on a rooted/modified de-
vice, leaving you unpatched.

» Bricking — a mistake in the process can leave the device unbootable.
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Tools
None to run here — this is a concepts lesson. For hands-on root later, prefer a rooted emulator image or a

throwaway test device.

Method — how to think about it
1. Assume any phone you rely on daily should stay un-rooted.
2. Keep a separate device or emulator for anything that needs root.

3. Weigh security, warranty and update loss before ever considering it.

Challenge 1: Without rooting anything, write down three concrete risks of rooting a phone you depend
on, and explain why a rooted emulator is the safer place to learn.

File System and App Data Layout

Lesson 8 - Core

Where everything lives on the device

Because Android is Linux, it has one filesystem tree starting at /. The parts you'll care about most are where
apps store their private data and where shared storage lives. Understanding this map is the foundation for
all later app-security work.

The paths to remember
e /data/data/<package>/ — an app's private data directory. Each app owns its own, protected by its
Linux UID. This holds shared prefs/, databases/ and files. On a normal phone you can't read another

app's dir — the sandbox in action.
e /sdcard (also /storage/emulated/0) — shared storage: photos, downloads, anything meant to be visi-

ble across apps.
e /system — the read-only OS partition.

Tools
adb shell, and inside it the usual Linux commands (1s, cd, cat) plus Android's package manager pm.

Method
1. List installed packages with adb shell pm list packages — that's every app's package name.

2. Filter it: adb shell pm list packages | grep <name>.
3. Explore shared storage: adb shell 1s /sdcard (this you can read).
4. Note that /data/data/<pkg> is only readable for that app (or via run-as for a debuggable app you own,

or root on a lab device).

Challenge 1: On your device/emulator, list all installed packages, filter for one app you recognise to get
its exact package name, then list the contents of /sdcard. Why can you read /sdcard but not another

app's /data/data folder?
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Reading an APK — a First Look

Lesson 9 - Core

Open the box you learned about

Back in lesson 2 you learned an APK is a ZIP with a known structure. Now you'll actually open one — an app
you own — and read its manifest. This is your first taste of static analysis, kept deliberately gentle. You're in-
specting structure, not cracking anything.

Tools

e unzip — to peek at the raw contents.

» aapt (Android Asset Packaging Tool, in the Android SDK build-tools) — dumps a readable summary includ-
ing the manifest.

e apktool — decodes the binary AndroidManifest.xml back into readable XML.

Method

1. Get an APK you own — e.g. pull one off your device: adb shell pm path <pkg> gives the path, then adb
pull <that path> app.apk.

2. Peek inside: unzip -1 app.apk — you'll see AndroidManifest.xml, classes.dex, res/, lib/,
resources.arsc. Exactly as promised.

3. Read a summary: aapt dump badging app.apk — prints the package name, version, and the permissions
the app requests.

4. Want the full readable manifest? apktool d app.apk -o out, then open out/AndroidManifest.xml.

Challenge 1: Pull an APK you own from your device, list its contents with unzip -1 to confirm the five
parts, then use aapt dump badging to read its package name and the permissions it declares.

App Components & Intents

Lesson 10 - Core

The four building blocks of every app

The manifest you read in the last lesson lists an app's components. Android starts and connects them through
messages called intents. Every component that other apps can reach is part of the app's attack surface, so
testers always map them first.

Component Purpose Example

Activity one screen with a user interface login screen

Service background work without Ul music playback, sync
Broadcast receiver reacts to system or app events boot completed, battery low
Content provider shares structured data with other apps contacts, files

Intents and the “exported” flag

» Explicit intent — names the exact target component. Implicit intent — describes an action (e.g. “share
text”) and lets the system choose.
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 Intent filters declare which implicit intents a component accepts.
e android:exported="true" means other apps may start the component. Apps targeting Android 12 (API
31) or higher must set this attribute explicitly for components with intent filters.

Tools

e apktool d app.apk then read AndroidManifest.xml for <activity>, <service>, <receiver>,
<provider>.

e adb shell dumpsys package com.example.app — the installed app's components and permissions.

e adb shell am start -n com.example.app/.MainActivity — start an activity explicitly.

Method

1. List every component of your own app and mark which are exported.

2. For each exported one, ask: does it need to be reachable from other apps? Is it protected by a permission?
3. Write the result as a small table — this becomes the input for the IPC lessons in the advanced course.

Challenge 1: Using dumpsys on your emulator, find the activity that is launched when you tap the app

icon of an app you installed yourself.

App Signing, Updates & Installing Safely

Lesson 11 - Core

Who really made this app?
Android refuses to install an APK that is not signed. The signature does not prove that an app is trustworthy

— anyone can create a key — but it proves that every update comes from the holder of the same key. That is
what stops a fake “update” from replacing your banking app.

e Signature schemes: vl (JAR signing), v2 (Android 7.0, whole-file), v3 (Android 9, adds key rotation), v4
(Android 11, for incremental installs).

» Same key rule: an update with a different signing certificate is rejected; the user would have to uninstall
first and lose the app's data.

o Play App Signing: on Google Play the developer signs with an upload key, and Google re-signs the deliv-
ered APKs with the app signing key it protects. New Play apps are published as Android App Bundles
(AAB).

» Sideloading: since Android 8.0, “Install unknown apps” is granted per source app (browser, file manager),
not globally.

Tools

e apksigner verify --verbose --print-certs app.apk (Android SDK build-tools) — schemes used
and certificate digest.

e keytool -printcert -jarfile app.apk — alternative view of the certificate.

e adb shell pm path com.example.app and adb pull — get the installed APK from your own device.

Method — check an APK before installing it
1. Prefer the official store. If you must sideload, get the APK from the developer's own channel.
2. Run apksigner verify --print-certs and note the SHA-256 certificate digest.
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3. Compare it with the digest of the version already installed from the store (pull it with adb).

4. Different digest = different signer: do not install.

Never share your signing key
If you publish apps, keep the upload key in a password manager or hardware-backed store with a backup. A

leaked key lets someone sign convincing updates in your name.

Challenge 1: Pull an app you installed from the store on your emulator and print its signing certificate.
Which signature schemes were verified?

Ethics and Legal Boundaries

Lesson 12 - Ethics

The rule that keeps you a professional

Everything in this course was framed around your own devices and apps — and that's not a stylistic choice.
Touching a device, account or app you don't own or aren't authorised to test is, in most countries, a crime.
The skills you're building are legal precisely because of where you point them.

The boundaries to internalise

e Only your own devices and apps. Your phone, your emulator, apps you own or are explicitly authorised to

test.
e Unauthorised access is illegal. Anti-hacking laws (the CFAA in the US, the Computer Misuse Act in the
UK, and equivalents elsewhere) make accessing a system without authorisation an offence — even "just

looking".

e Authorisation must be explicit. "I assumed it was fine" is not a defence. Get permission in writing before
testing anything you don't own.

e Respect data. Even on systems you're allowed to test, don't exfiltrate, expose or keep other people's per-

sonal data.

Responsible disclosure

If you ever find a real vulnerability — in an app you're authorised to test, or through a bug-bounty program —
the professional path is responsible disclosure: report it privately to the vendor, give them reasonable time to
fix it, and don't publish or exploit it in the meantime. That's what separates a security professional from a

criminal.

Tools
None here — this is the most important lesson in the course, and it's about judgement, not commands.

Method — the checklist before any test

1. Do I own this device/app, or have explicit written authorisation?

2. Is my testing confined to that scope?

3. If I find something serious, do I have a responsible-disclosure path?
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Challenge 1: A friend asks you to "test the security" of an app on their phone. Write down the three things
you'd confirm before touching it, and describe what you'd do if you found a real flaw.

The Android Permission Model

Lesson 13 - Core

Why permissions exist at all

You already know every app runs as its own Linux UID inside the sandbox. That isolation is the default — an
app starts with almost no reach outside its own container. Permissions are the controlled exceptions: the only
way an app gets to your camera, location, contacts or files is to declare the permission in its manifest and, for
the sensitive ones, have you approve it at runtime.

The two kinds you must tell apart

e Install-time (normal) permissions — low-risk things like INTERNET or VIBRATE. Granted automatically
when the app is installed; the user isn't prompted.

» Runtime (dangerous) permissions — anything that touches your private data or hardware: CAMERA,
ACCESS FINE LOCATION, READ CONTACTS, microphone. The app must ask while running, and you see the
system dialog (Allow / Don't allow / only this time).

e Special permissions — a small set of high-power toggles (e.g. "Display over other apps", "All files access",
accessibility) that live behind a dedicated Settings screen, not the normal dialog.

How modern Android tightened the model

e Runtime prompts (since Android 6) — dangerous permissions are no longer all-or-nothing at install.

» Scoped storage (Android 10+) — apps get their own media sandbox instead of free rein over /sdcard;
broad file access is now a special permission.

e One-time & "while using" grants (Android 10/11+) — location and camera can be granted just for the
current session, and unused permissions are auto-revoked.

For a tester this matters because an app's declared permissions (in the manifest) tell you its intended reach,
while its granted permissions tell you what it can actually do right now. The two can differ.

Tools
o Settings > Apps > [app] > Permissions on the device.
e adb shell with the package manager pm and dumpsys.

Method
1. See the catalogue of dangerous permissions grouped: adb shell pm list permissions -d -g.

2. Inspect one app you own: adb shell dumpsys package <pkg> | grep -i permission —you'll see

requested permissions VS granted=true/false.
3. Compare that with what the manifest declared (from the "Reading an APK" lesson: aapt dump badging
app.apk lists the uses-permission lines).
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Challenge 1: Pick one app you own and, without reading ahead, decide which of its permissions are in-
stall-time (normal) and which are runtime (dangerous). Then verify with adb shell dumpsys package
<pkg>: which dangerous permissions are actually granted, and which were declared but denied?

Platform Defences — SELinux, Verified Boot & Play
Protect

Lesson 14 - Foundations

The sandbox is only the first wall

You know that each app runs as its own Linux user. Modern Android stacks several more layers on top, so a
single bug rarely gives full control of the device. Knowing these layers explains why rooting weakens a phone
and why testers use emulators.

Layer What it does How to see it

SELinux mandatory access control: even root processes are limited by policy | adb shell getenforce
(enforcing since Android 5.0)

Verified Boot | checks that boot and system partitions are unmodified; the boot- adb shell getprop
loader lock is part of it ro.boot.verifiedbootstate

Encryption file-based encryption ties user data to the lock screen credential adb shell getprop

ro.crypto.type

Hardware keys live in a TEE or StrongBox chip and cannot be exported app-level API (KeyStore)

keystore

seccomp limits which kernel system calls app processes may use enabled by the system

Play Protect | scans installed and sideloaded apps for known harmful behaviour Play Store > Play Protect

Verified boot states are reported as colours: green (locked, official software), yellow (locked with a custom
key), orange (unlocked bootloader), red (verification failed).

Method

1. On your emulator and — read-only — on your own phone, query SELinux mode, verified boot state and
encryption type.
2. Compare the results and explain each difference.

3. Note them in your lab journal as “device baseline”.

Why this matters for app testing
Apps can ask the Play Integrity API whether the device looks genuine. That is why some apps behave differently
on rooted devices or emulators — a defence you will meet again in the advanced courses.

Challenge 1: Run the three getprop/getenforce commands on your emulator. Which verified boot

colour do you get, and why is it different from a store-bought phone?

Android Versions & Security Patch Levels

Lesson 15 - Foundations
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Old software is the easiest target

Every month Google publishes the Android Security Bulletin listing fixed vulnerabilities with CVE numbers
and severity. A device's security patch level (a date) tells you which of those fixes it contains. For testers and
defenders, the patch level is the first number to check.

e Android version (e.g. 15, 16) and API level (SDK int) describe the platform; apps declare minSdkversion
and targetSdkversion.

e Patch level yyyy-mM-01 covers framework and system fixes of that bulletin; yyyy-mMM-05 additionally in-
cludes vendor and kernel components.

» Project Mainline (since Android 10) delivers some system components as “Google Play system updates”,
independent of the vendor's firmware.

e Manufacturers publish their own support periods; once a device stops receiving updates, new public vul-
nerabilities stay open.

Tools
adb shell getprop ro.build.version.release # Android version
adb shell getprop ro.build.version.sdk # API level

adb shell getprop ro.build.version.security patch # e.g. 2026-10-05
adb shell getprop ro.product.model

On the phone itself: Settings > About phone > Android version, and Settings > Security > updates.

Method — a patch audit of your own devices

1. Record model, Android version and patch level for each device you own.

2. Compare the patch date with today: more than a few months old means missing fixes.

3. Check for pending system and Google Play system updates and install them.

4. Devices that no longer get updates should not hold sensitive accounts — plan a replacement.

For app developers
A higher targetsdkversion opts your app into newer security behaviour (for example cleartext traffic off by
default, stricter exported rules). Google Play requires a recent target API level for new apps and updates.

Challenge 1: Read the API level and patch level of your emulator image. If the patch level is 2025-06-05,
what does the “-05” tell you?

How Apps Talk to the Network — HTTPS & Network
Security Config

Lesson 16 - Core

Every interesting app has a backend

Most apps are thin clients: the important data lives on a server reached over HTTPS. Android gives developers
a declarative file, the Network Security Configuration, that controls which connections an app trusts.
Reading it tells you a lot about an app before you ever intercept traffic.

» Cleartext HTTP is blocked by default for apps targeting Android 9 (API 28) or higher.
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» User-installed CA certificates are not trusted by default for apps targeting Android 7.0 (API 24) or higher
— only system CAs are.

» The config file lives in res/xm1/ and is referenced in the manifest with
android:networkSecurityConfig.

e <debug-overrides> lets a developer trust extra CAs only in debuggable builds — the clean way to test

your own app through a proxy.
 Certificate pinning (<pin-set>) restricts the app to specific server keys.

<network-security-config>
<base-config cleartextTrafficPermitted="false" />
<debug-overrides>
<trust-anchors><certificates src="user" /></trust-anchors>
</debug-overrides>

</network-security-config>

Tools
e apktool d— decode the manifest and res/xml/network security config.xml.

e An intercepting proxy (Burp Suite, mitmproxy, OWASP ZAP) — used in the advanced courses on your own
debug builds.

Method — read the config of your own app

1. Decode the APK and find android:networkSecurityConfig in the manifest.

2. Check for cleartextTrafficPermitted="true" and which domains it applies to.

3. Check trust anchors: is src="user" present outside <debug-overrides>? That weakens release builds.

4. Note whether pinning is configured and when the pins expire.

Challenge 1: A release build contains <base-config cleartextTrafficPermitted="true"> with

<certificates src="user"/>.Name both risks and the fix.

Harden Your Own Phone — a Settings Checklist

Lesson 17 - Defense

Apply what you learned to the device in your pocket

Security knowledge starts at home. The same settings that make a test device convenient — USB debugging,
unknown sources, root — make a daily phone weaker. This checklist turns the course so far into concrete pro-
tection for your own Android phone.

Method — the checklist
1. Screen lock: a PIN of 6+ digits or a password. The lock credential also protects the encryption of your
data.
2. Updates: install system updates and Google Play system updates promptly; check the security patch level.
3. Developer Options off: disable USB debugging and Developer Options when you are not developing; re-
voke USB debugging authorisations.
4. App sources: install from the Play Store or another trusted store; leave “Install unknown apps” disabled for

browsers and messengers.
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8.
9.

. Play Protect on: keep app scanning enabled.
. Permissions review: open the Permission manager and the Privacy dashboard (Android 12+); remove lo-

cation, microphone, camera and SMS access that apps do not need. Keep “Pause app activity if unused” on
so unused apps lose permissions.

. Accounts: protect the Google account with a passkey or two-step verification and review its recovery

options.
Find my device and backup: enable remote locate/erase and an encrypted backup.
No root, locked bootloader on the phone that holds your banking, mail and authenticator apps.

Tools

adb shell settings get global development settings enabled — 1 means Developer Options
are on.

adb shell settings get global adb enabled — 1 means USB debugging is on.

adb shell pm list packages -3 — every third-party app you installed; review the list for apps you no
longer use.

Stronger options
Recent Android versions offer extra protection modes for high-risk users (for example Google's Advanced
Protection), which enforce several of these settings together. Turn them on if your threat model needs it.

Separate lab and life
Do your testing on an emulator or a spare device. Mixing test tools and personal accounts on one phone is the
most common beginner mistake.

Challenge 1: Run the checklist on your own phone. Which three settings did you change, and how many
third-party apps did you uninstall?

OWASP MASVS & MASTG — the Testing Map

Lesson 18 - Foundations

The standard everyone in mobile security points to

When the advanced courses say a report is "MASVS-mapped", this is what they mean. OWASP MAS (Mobile
Application Security) is the open, vendor-neutral project that defines what a secure mobile app should do and
how to test it. Learning its vocabulary now means the hands-on courses — and real client reports — won't feel
foreign.

The two documents, and how they fit together
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MASVS (Mobile Application Security Verification Standard) — the "what". A concise list of security require-
ments, grouped into categories such as STORAGE (how data is stored), CRYPTO, AUTH
(authentication/session), NETWORK (transport security), PLATFORM (how the app uses Android platform
features) and CODE & RESILIENCE (anti-tampering, hardening).

MASTG (Mobile Application Security Testing Guide) — the "how". A large manual of concrete test cases and
techniques, with discrete MASTG tests you can cite by id, covering both static and dynamic analysis on




Android.
e MAS Checklist — a spreadsheet that ties each MASVS requirement to the MASTG tests that verify it, so a
report can show exactly what was checked.

Verification levels (the one thing people confuse)

e L1 — baseline security every app should meet.

e L2 — defence-in-depth for apps handling sensitive data (banking, health).

» R — resilience controls against reverse engineering and tampering, layered on top of L1/L2 (not a substi-
tute for them).

You're not expected to memorise the standard — just to know it exists, what the category names mean, and
that professional findings are written against it rather than invented ad hoc.

Tools
e The public OWASP MAS project pages (MASVS, MASTG, MAS Checklist) — free to read.

» Nothing to install; this is an orientation lesson.

Method

1. Skim the MASVS category list and say, in your own words, what each one protects.

2. Take a concern you've already met in this course and file it under the right category.

3. Note that every finding in the advanced courses will cite a MASVS category and, often, a MASTG test id.

Challenge 1: Map these three concerns to a MASVS category each: (a) an app that writes a login token to
a world-readable file in shared storage; (b) an app that requests the CONTACTS permission it never actu-
ally uses; (c) an app that doesn't validate the server's TLS certificate. One sentence of reasoning each.

Practice — a First Mini-Audit of Your Own App

Lesson 19 - Practice

Put the whole course together

You now know enough to perform a small, structured review of an app. Use an app you built yourself (a sam-
ple project from Android Studio is perfect) or an intentionally vulnerable training app, run it on your emula-
tor, and produce a one-page result mapped to MASVS categories.

Tools
e adb, aapt Or apkanalyzer, apktool, apksigner, logcat.
e run-as com.example.app — opens a shell as your app's user if the build is debuggable, to view its pri-

vate files without rooting.

Method
1. Identify: package name, version, minSdk/targetSdk, signer digest (apksigner verify --print-

certs).

2. Manifest: list permissions; check android:debuggable, android:allowBackup and the network security

config.
3. Components: list exported activities, services, receivers and providers.
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4. Storage: use the app, then look in shared prefs/, databases/ and files/ for plain-text secrets.
5. Logs: watch logcat during login or data entry.

6. Report: one line per finding — title, evidence, MASVS category, risk (low/medium/high),
recommendation.

adb shell run-as com.example.app ls -R /data/data/com.example.app
adb shell run-as com.example.app cat shared prefs/settings.xml
aapt dump badging app.apk | head

Finding MASVS Fix

APl token in shared prefs in plain text STORAGE store in Android Keystore-backed encryption
Password written to logcat STORAGE remove log line, strip logs in release
Cleartext traffic allowed NETWORK disable in network security config

Unneeded exported activity PLATFORM set exported="false"

Challenge 1: Run steps 1-6 on a sample app you created. Produce at least four lines in your findings ta-
ble, even if some say “no issue found”.

Where to Go Next

Lesson 20 - Next Step

You now have the foundation

You understand how Android is built — Linux kernel, ART runtime, the per-app sandbox — and you can set
up a safe test environment: Developer Options, ADB, an emulator, and a first look inside an APK. That's exact-
ly the groundwork the advanced Android courses assume. From here, the path goes from understanding the
platform to testing it.

Your roadmap

e Android Application Security — the direct next step. Decompile real APKs with jadx/apktool, read inse-
cure storage, intercept traffic, bypass SSL pinning, and hook running apps with Frida. Everything you set
up here (ADB, package names, /data/data, the emulator) is the starting point of that course.

e Mobile Penetration Testing — the broader discipline: full assessments of mobile apps and their backends,
mapped to OWASP MASVS/MASTG, with proper reporting.

e Android Fuzzing — going deeper into finding bugs automatically by feeding apps and components mal-
formed input at scale.

Before you move on

Make sure you're comfortable running adb devices, opening an adb shell, listing packages, and unzipping
an APK you own. If those feel natural, you're ready for Android Application Security. Keep the ethics lesson

close — the advanced courses put real tools in your hands, and the boundary never changes: only your own
devices, apps and authorised targets.
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Final exam

Pass mark 70 %. Answers are in the Appendix: Solutions.

1. How many times do you tap Build number to unlock Developer Options?
A 3
B. 10
C.7
D.5

2. Which Android component runs each app's compiled bytecode?
A. The Linux kernel
B. SELinux
C. The bootloader
D. ART (Android Runtime)

3. After 'adb shell', what Linux user are you usually running as?
. shell (an unprivileged user)

adb

. system

. root

OO0 wp

4. Which set correctly lists the five parts inside an APK?
A. Info.plist, code.bin, images/, libs/, data.db
B. AndroidManifest.xml, classes.dex, res/, lib/, resources.arsc
C. manifest.json, main.dex, assets/, bin/, strings.xml
D. package.xml, app.dex, drawable/, native/, table.arsc

5. Which download gives you the adb tool without the full Android Studio?

A. AVD Manager
B. Gradle

C. build-tools

D. platform-tools

6. On Linux and Android, which UID belongs to the all-powerful root account?

A. 500
B.1

C. 1000
D.0O

7. What is /sdcard (also /storage/emulated/0)?

A. An app's private data directory

B. The read-only OS partition

C. Shared storage readable across apps
D. The Linux kernel image

8. Which is a real risk of rooting a phone you depend on?

A. Tt extends the manufacturer warranty

B. It strengthens the app sandbox

C. It speeds up OTA updates

D. It commonly breaks OTA updates and can leave you unpatched
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9. Which logcat option dumps the current log and exits?
A. -b crash
B. -v time
C.-d

D. -c

—
(=)

. Apps targeting Android 12+ must explicitly declare which attribute on components with intent filters?

. android:exported

. android:allowBackup
. android:debuggable
. android:largeHeap

. An APK update is signed with a different certificate than the installed app. What happens?

. It installs and keeps the data

. Play Protect re-signs it

. It installs as a second copy automatically
. Android rejects the update

[
OSo0owp = OO wp

—
N

. What does the '-05' patch level suffix include beyond '-01'?

A. Only Play Store fixes

B. Vendor and kernel component fixes
C. Nothing extra

D. Emulator fixes

13. Which statement about user-installed CA certificates is correct for apps targeting API 24+?

A. They are not trusted by default unless the app's network security config allows them
B. They disable pinning

. They replace system CAs

. They are always trusted

g 0

14. Which command reports whether SELinux is enforcing?
. apksigner verify

. adb logcat *:E

. adb shell getenforce

. adb shell pm path

0w >
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